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White Label Licenses
(All Prices Exclude VAT)

/Pay as You Go Packaqe\ / Shared Package \

Unlimited Client Websites Xeon 5310 Shared Server
Unlimited Email Addresses 2 X Quad Core 1.6 GHz Processors
Mail Foundry Anti Virus & Spam 50 Client Websites
MaxiPRO Software & Control Panel 500 Email Addresses
Managed Server & Software 24/7 Mail Foundry Anti Virus & Spam
Free MaxiPRO Software Updates MaxiPRO Software & Control Panel
Daily Hacker Security Scan Managed Server & Software 24/7
Full 9am - 5pm Support & Training Free MaxiPRO Software Updates
Purchase accounts as required (£49) Daily Hacker Security Scan

Full 9am - 5pm Support & Training

Total Price £995
\ (accounts available in packs of 5) / \ Total Price £1995 /

Annual Renewal £49 per member Annual Renewal £39 per member
/ Bronze Package \ / Silver Package \
Xeon 3060 Dedicated Server Xeon 5110 Dedicated Server
Dual Core 2.4 Ghz Processor Dual Core 2.4 Ghz Processor
2GB Ram Super Fast Memory 2GB Ram Super Fast Memory
160GB Disk Storage Space 160GB Disk Storage Space
300GB (p.m.) Premium Bandwidth 400GB (p.m.) Premium Bandwidth
Unlimited Client Websites Unlimited Client Websites
Unlimited Email Addresses Unlimited Email Addresses
Mail Foundry Anti Virus & Spam Mail Foundry Anti Virus & Spam
MaxiPRO Software & Control Panel MaxiPRO Software & Control Panel
Managed Server & Software 24/7 Managed Server & Software 24/7
Free MaxiPRO Software Updates Free MaxiPRO Software Updates
Daily Hacker Security Scan Daily Hacker Security Scan
Full 9am - 6pm Support & Training Full 9am - 6pm Support & Training
\ Total Price £3950 / \ Total Price £4950 /
Annual Renewal £3950 Annual Renewal £4950

Unlimited unmanaged web pages, content and setting changes applies for all packages.

We reserve the right to change, modify, substitute or remove without notice, any information on this page.
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Unbranded White Label
Would you like to run your own Bespoke Website Design & Hosting business?

Our White Label license offers you the complete MaxiPRO system under your own chosen brand name, with little
or no technical knowledge. Not only does this enable you to promote an additional service for new & existing
customers, but you can also benefit from a professional easy to use system which helps expand your corporate
brand.

So all in all; our white label license gives you the opportunity to expand your existing business without all the
hassle. There will be no mention of MaxiPRO or Brapion Limited anywhere, and your clients will be exclusive to
your business. The software is fully managed on either a shared or dedicated server depending on the package
required. You will have full access to your administration area and client accounts.

The complete package;

Shared or Dedicated Server

MaxiPRO System (admin, accounts, webmail, stats, newsletter manager, shopping cart, forum, emails etc.)
Security Package (Hacker Safe Daily Auditing, Mail Foundry Anti Virus and Anti Spam)

Fully Managed Support (Server & Software)

Free Weekly Automatic Updates (Server & Software)

White Label Website to Promote Your Bespoke Website Design & Hosting Services

Documentation and Forms in MS Word & PDF Format

Third Party Hosting

If you prefer to host your clients' websites on your own server, then you can. The white label website,
administration control panel and client management console are hosted on our servers. When your client clicks
the publish button in their account, the website will automatically be sent to your or your client's web server via
FTP, where the website will immediately be available via the World Wide Web.

Pay As You Go Package

If you want to initially keep costs as low as possible, then the Pay as You Go package might be for you. After the
initial license fee, you purchase accounts as and when you need them. Client account's cost £49 each and are
available in packs of five. Your license can be upgraded at any time with the cost being the difference of the two
packages.
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Server Environment

Hosting

Our network infrastructure uses only the highest quality, tested and branded hardware, to provide the fastest, most
secure and most reliable systems available. Add the best possible backbone connection to the Internet and you
can be certain of a high speed contention-free service without bottlenecks or throttling.

All our servers are housed in dedicated racks and network located in dedicated hosting suites within centres like
Telicity, a multi-million pound secure data centre in the London Docklands. These server housing facilities include
state of the art security, environment control and emergency prevention systems.

Data Centre

The data centre's infrastructure has been developed to accommodate the most demanding web applications, while
delivering unmatched availability and uptime. Absolutely no expense has been spared; from our hardware choices
through to our software, there is no compromise.

e State of the art modern data centre

e Attended 24/7 by sys admins & security staff

e Security-tag controlled entry points

¢ Visual photo ID check on entry

e Closed circuit cameras

e« Combination locked cabinets

e Under-floor air conditioning system

¢ FM2000 Fire Suppression

e 24hr diesel backup power generators

e Uninterruptible Power Systems (UPS)

o Electrical power filtering and smoothing

¢ 1000Mb/s backbones - with instant expansion capability

e Multiple redundant BGP routes to the UK LINX, Europe and Transatlantic
e 1000Mb/s network with 1000Mb/s switches: no contended hubs
e Custom built high specification

¢ Intel routers running GNU/Linux

e Advanced Cisco switch and Juniper core router technology
e Linux firewall systems

e Storm and DDOS protection systems

e Scan and intrusion detection facilities

e 24 hour network monitoring and paging

Security

It is a well-established security fact that any attempt to protect our system with secure software, access lists and
firewalls may be thwarted simply by gaining physical access to the machine. Our server centres demand validation
tags, visual ID checking systems, entry passwords, combination locks, 24 hour monitoring by humans on the
ground and constant Closed Circuit TV cameras. As such, security is at its utmost for preventing the basic but
effective lines of attack.
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Network

Network Capacity

Our managed servers are housed within a 19" rack. We connect our server directly to a switch, and from there
onto the Internet backbone. This provides the best possible connection to the rest of the world and means you can
be certain of a contention-free service without bottlenecks or throttling. We have ample bandwidth, with multiple
1000Mb/s fibre optic backbones, which can be instantly expanded as necessary via the arrangements we have in
place with our bandwidth providers.

Power Delivery

The power systems are vital to any machine room, in order to reduce any chance of service interruption. In the
event of a mains power-failure, UPS systems kick into place automatically and seamlessly. This allows enough
time for the independent diesel generators to fire up, to provide a non-stop and spike-free electrical current
indefinitely.

Environment

Air conditioning and environmental control ensure that the data floor maintains a constant low and dry temperature
and humidity. This ensures optimum cooling and creates an atmosphere optimised for electronic hardware with
minimum risk of burnout or overheating.

Fire Protection

The security and fire prevention systems ensure that should a fire break out within the data floor, inert gas will
immediately stifle any flames, and any damage will be minimised and contained.

Network Hardware
Our network infrastructure is provisioned using only the highest quality, tested, branded hardware, to provide the
fastest, most secure and most reliable systems available. Monitoring of individual servers throughout the day and

night, ensures that service uptimes are maintained and that all network attacks or service denial attempts are
detected and dealt with quickly.
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Dedicated Managed Servers

The fully managed servers offer you the ultimate in scalability, security, uptime and performance. If you require
hosting for busy or mission critical sites then this is your solution.

When shopping for managed servers it's important to compare like-for-like. We have not found another managed
solution which matches the inclusive services we provide! We PRO-ACTIVELY manage your server from
beginning to end.

We deploy your managed server ready-to-go with all software installed, updated and security hardened. From day
one your server will perform just as you need it to perform. Moving forward our experts will monitor and maintain
your server 24/7/365 ensuring it is always online and performing as expected in a secure and up-to-date fashion.

The following is a list of tasks our server administrators perform to prepare and maintain your managed dedicated
server and ensure it will operate in a secure, reliable manor at all times.

Initial Operating System and Security Tasks
e Install latest operating system
¢ Remove un-necessary operating system software and packages
e Remove or secure default operating system users and groups
e Modify system permission to secure default directories and binaries
¢ Harden temporary data paths
e Install socket, process, resource and system monitors and brute force detector
¢ Install and configure Advanced Policy Firewall (APF and iptables)
¢ Tweak & harden common services to minimise information broadcasted publicly
e Configure Smartd, a hard disk failure early warning system
¢ Modify default SSHd server configuration files to address common security issues
e Install and configure mod_security to filter common web based attacks
e Install 'Log Watch' software to monitor access and error log files
¢ Install and configure MRTG system performance graphing and analysis
e Install SIM, this automatically monitors & restarts services should they falil
e Inspect installed software to ensure all packages are updated
e Backdoor Inspection: inspect and verify server for sanity from known backdoor exploits

Installing Hosted Services Software
e Install and configure latest control panel environment
¢ Install latest 'hotfixes', as well as bug fixes and in-house modifications
e Setup bind DNS and configure your branded Nameservers ready for use
e Check, install and update LAMP (Apache, MySQL and PHP) environment
e Install Zend Optimiser to match server PHP configuration
¢ Install MaxiStats website statistics software and integrate
e Update and harden FTP, SSH, Sendmail, POP3, SMTP, IMAP, and other packages
¢ Install software licences as necessary and verify/validate server
e Login and initially configure all web based services
e Audit all software and services for updates and security patches

t 0845 257 6970 o f 0845 257 6980 o e info@brapion.com w www.brapion.com 6

Brapion e PO Box 318 e Torquay e Devon e TQ1 1ZR. Brapion is a registered trading name of Brapion Limited e VAT No. 891 6759 67 o CCL No. 566520 « Data
Protection No. 28931270 « Company Registration No. 5319513 e Registered in England address e Brapion Ltd e ParkDene o Wilton Road e Mellon Mowbray e Leicestershire o LE13 OUJ.




‘& Brapion

Final Server Preparation Tasks
e Setup and verify our 24/7 service monitoring for your dedicated server
e Configure four-times-daily off-site backups of your entire server
¢ Runinitial 'seed' backup to off-site location and verify integrity
e Setup Mailfoundry Spam and virus filtering system
e Perform final audit and 'burn in' testing of server before making live

Ongoing Server Management
Our server management is a never ending task. Our expert team will constantly monitor and maintain your
dedicated server and every aspect of its services for complete piece of mind.

e Monitoring services and performance 24/7 to ensure server is performing correctly

e Install any security patches or critical updates immediately as they become available
e Update Operating System packages

e Perform a full monthly audit of your dedicated server and services

o Perform a full monthly security audit to detect any possible weaknesses

e Maintain all hosted software is the latest compatible version for your needs

e Tweak configuration files to ensure optimal server performance at all times

e Review server logs, monitors and trend graphs and action any required adjustments
e Regularly check that the off-site backups are complete and ready for disaster recovery
e Regularly test server hardware to replace parts before failure or end of life

e Provide you with any ‘additional’ administrative requirements or customisations

e Provide you with a true 24/7/365 priority technical support service

Server Hard Drive Backups

Continuous Data Protection (CDP) allows us to backup all your data to a secure off-site location four times per
day. It also allows us in the event of major disaster, to restore service in minutes not hours. Our private network
transports our backups to a separate location, providing ultimate peace of mind even during "worst case" scenario
situations where data recovery is required. An entire server can be recovered from an extremely recent backup in
a matter of minutes.

Backups are taken four times per day, meaning we always maintain a "fresh" backup.
Four times daily backups are kept for 2 weeks, providing 56 backup archives of your data.
CDP backs up at disk sector level, rather than traditional file level, for ultimate reliability.
Individual files, entire websites, or entire servers can be restored in a matter of minutes.
Data is continuously encrypted while in storage and during network transmission.

Email Protection

Our servers are protected with a powerful, industry-leading, anti-spam and anti-virus system called Mail Foundry.
We run dedicated filtering servers to ensure your inbox remains clean of all spam and harmful emails.

Much like a PC virus scanner uses virus definitions, Mail Foundry uses spam definitions to identify and remove
spam emails before they reach your inbox. The spam definitions are updated every 5 minutes by real human
spam editors to ensure even the most recent spam outbreaks are filtered guaranteeing maximum effectiveness.

Traditional spam filtering used by other companies, such as Spam Assassin use keywords to guess which emails
might be spam; this leads to high false-positive rates (genuine emails being lost). Because Mail Foundry does not
use traditional scoring, and does not guess which emails may be spam, it leads the industry with a false positive
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rate of less than 1 in 1 million.

Mail Foundry is a dedicated appliance server, which sits between our mail servers and the internet stopping spam
and virus emails before they even reach our core mail servers. More information is available by clicking here.

Software Security

Our servers are tested and certified daily to pass the Payment Card Industry (PCIl) Data Security Standard
requirements of Visa CISP and AlS, MasterCard SDP and American Express DSS programs.

e Proven to increase online sales in over 500+ ROI studies

¢ Reduced liability by meeting all federal, state and credit card industry requirements
e Unlimited technical support to help you maintain the highest level of security

e Online certification mark served through the Akamai network - the world's fastest

o Displayed on over 75,000 ecommerce web sites worldwide

e« Multiple languages - English, Japanese, Chinese, Spanish, Dutch and German

e Network Security Audits

Web-based vulnerability auditing and remediation management enables us to quickly deploy with no hardware or
software to maintain. "Reports of Compliance" for HIPAA, SOX and PCI can quickly be generated.

o Easy-to-deploy: no software or hardware to install or maintain

e Accredited third-party audits meet government and industry compliance standards

e Accurate and up-to-date vulnerability knowledge base

o Comprehensive and easy-to-use interactive reporting

o Automates vulnerability discovery and remediation management

¢ Compliant with the Payment Card Industry Data Security Standard (PCI DSS)

e Assessments aimed at achieving industry standards such as ISO 17799, and SAS 70
e Network Discovery

Advanced "intelligent" port-scanning technology designed to reduce the difficulty of managing the security of large
complex public IP networks. Allows you to quickly and accurately discover, identify and monitor network devices,
find rogue devices or identify unauthorized services across any specified IP sub-net range.

¢ Quick and accurate discovery of hosts, services, and unauthorised devices

o Stealth techniques to overcome IDS, scan blocking, and packet delays, etc.

e Multiple groupings by IP block, device type, physical location or assigned manager
e Configurable alerts based on device or port changes, new vulnerabilities, etc.

e Penetration Testing

The penetration testing provides the most comprehensive and thorough test of Internet-facing systems currently
available. Highly experienced staff hand scrutinise Internet connected systems for any weakness or disclosure of
information which could be used by an attacker to compromise the confidentiality, availability or integrity of our
network.

Automated and manual discovery and exploitation of vulnerabilities

Validate compromised system with "tag" or copy of retrieved data
Conducted by CISSP certified staff with "Secret" level government clearance
Comprehensive vulnerability assessment and penetration report

This third party security audit tests our servers on a daily basis, if you would like to read more about these test
then please visit Scan Alert here.
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Additional Services

Are you going to offer bespoke solutions to your clients but don't have the time or experience to handle the
services in part or full?

Brapion offer additional website services directly to you or your clients depending on your preference.

mebsite Client Management \

Level One

Bespoke Design £195
Level Two

Template Coding & Plug-in £95
Level Three

@ntent Loaded (up to 10 pages) £1LD
Level One

Brapion will create an Adobe Photoshop design based on a website design questionnaire. Once approved, the
new design will be sliced and converted to jpg, gif and png images.

Level Two

Brapion will create a new account, code the custom style sheet (CSS), create the design layout(s), zones and
apply the jpg, gif and png images to make up the website. This integrates the website into the design & content
management system.

Level Three

Brapion will create, upload, layout and format up to ten web pages with content. This can include images, flash,
music, an enquiry form, Google map and more.

/Extras \

Email Address Setup £FREE
Shopping Cart Setup £50
Lead Management Setup £50

SEO Essentials (managed) £75
Web Page 11+ Content Setup £15
MaxiMails Email Tracking £ 50%
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